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BW/BI Security

The following section provides an overview of BW/BI Security.

——— — — — —
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BW/BI Security Overview

The ability to access BW/BI reports, specific functions, and data within the BW/BI environment is
controlled by HRMS BW/BI Security:

1. BW/BI User Role - The ability to access specific functions in BW/BI is controlled through
roles. Agency HRMS BW/BI users will be mapped to either a “BW/BI End User” or “BW/BI
Power User” role. All BW/BI users can access reports via the HRMS Portal. Only Power
Users can develop ad hoc queries against data available within the BW/BI structures.

2.  BW/BI InfoProvider Role - The ability to access BW/BI data structures (InfoProviders) is
controlled by a BW/BI InfoProvider Role. Agency HRMS BW/BI users will be mapped to
either an “HR/Payroll/Time data” - or- “HR/Payroll/Time with Financial data” - or -
“Financial data only” - or - “HR/Payroll/Time with Grievance data” - or - “Grievance data
only” InfoProvider Role.

3.  BW/BI Data Security - The ability to access report results is controlled through the
organization structure within the security and role mapping setups. BW/BI data structures
apply an additional level of data security for specific values such as SSN, Name, etc.
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Structural Authorizations

BW/BI Data Security

BW/BI Data Security is based on Structural Authorizations.

> Structural Authorizations are defined in HRMS (SAP R/3) and are loaded to the BW/BIl on a
nightly basis. Structural Authorizations restrict the display of data based on the user’s
organization structure within the security and role mapping setups.

»  Some InfoObjects within BW/BI are considered confidential (for example, SSN and Name).
BW/BI Security will check Structural Authorizations to ensure the user receives results for
only the data they have access to.
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Structural Authorizations

In BW/BI , there are two characteristics identified as confidential InfoObjects:

1. Employee (OEMPLOYEE)
2. Person (OPERSON)

BW/BI security will check Structural Authorizations when these two characteristics are included in queries
and reports. This will ensure the user receives results for only the data they have access to.

BEx Query Designer - Query: New Query BEx Query Designer - Query: New Query
GQuery  Edit  “iew Tools Help Guery  Edit  View Tools Help
(@RI 0DEREMSREIXDDG|FBF R ([Ew[E=H8- g8 i0ERASAF ¥ DE [GFOr 2a [Ew[Es=m 8-
InfoProvider Filter [InfoProvider Filter
@ Head: t And P | Acti [ZF & | |E, Characteristic Restrictions Efp Default Values e Head t And P | Achi [ZF 2 || Characteristic Restrictions Ejg Default Values
48 Employes [ﬂ [+ & Management Type D w
... M8 Assignment Pay [EE] (- 2 Master Cost Center
£ 6 Assignment Pay [POS) G 7 Milkary Status
: g Company cods = - 8 Multfled
+ Controlling &rea of b + Part Time Indicator
o M county Gouping | EmMployee ; Pap fdiyst. Reason Person L
£ &7 Dootllse - Veteran - - Characteristic
F Dual Lang. Pay [EE] CharaCter]St]c ----- Y Attributes
; Duall ang Pay PO rowsfcoomE—— £ Address Line 1 Rows{Columns
""" E%---FI}L:Tutes 87 Free Characteristics @Columns g f:::isoil_me 2 27| Free Characteristics @Columns
------- £B Annual Salary - £ Country
....... 2 Business area S Country Grouping
------- A8 Cortract Type - 38 County Code
....... & Campany code & [rate of Birth
....... & Cauntry Grouping & Mame [Sortable]
------- & Controlling &rea of & Gender
....... 28 Cumency o B Mationality
------- 8 Challenge Date - & Language
....... & Owner Percentage [% Rows 5 Preview ﬂ Telephore 1 [% Rows i Preview
....... @ Directar & Postal Code
....... 28 Insider /& Region
....... 8 Mame [Sortable) oo S First Name
....... A8 work Contract o B Last Mame
------- E Employes Group & SSN
....... & Employment Percer (- [ Characteristic: value wvari
....... 2 Employee Subgrou[_\j - [ Characteristic Waues |
(<] I | [#] a il | (2]

8 - BW/BI Power User Workshop - BW/BI Security 5



Structural Authorizations

Employee and Person have display-only attributes that are located in the Attributes folder of the
characteristic. These display-only attributes can only be included in a query or report if Employee or
Person characteristics are also included.
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Security Variables

Security Variables are variables in a query or report that check Structural Authorizations. If Employee or
Person characteristics are included in a query or report, a Security Variable must also be included.

When a Security Variable is included with the Employee or Person characteristics, BW/BI Security will
check Structural Authorizations. This will ensure the user receives results for only the data they have
access to.

If a Security Variable is not included with the Employee or Person characteristics, BW/BI Security will
return an authorization error for users who do not have statewide access.

An example of the authorization error is displayed below:

 hart Filter | |nfarmation

Table
No Authorization
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Security Variables

Employee and Person is a “No Display” type of Security Variables:

» No Display: Does not prompt users to select an Employee or Person prior to running the query. Automatically returns
data the user has security access to.

Security Variables for Employee and Person include:

» Employee (OEMPLOYEE):
= No Display: “Employee Sec (AUTH)”

» Person (OPERSON):
= No Display: “Person Sec (AUTH)”

El ----- E Employee ~ Employee Security

o EE Employee Sec (AUTH) |~ Variable

=) : Person Security
+|-E§ Person Sec (AUTH) | 1 variable

8 - BW/BI Power User Workshop - BW/BI Security



Security Variables

The example below shows the results of using Employee and Person characteristics with Security Variables.
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Result: Return data for employees the user has access to
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